
  

Digital Steganography
a new file type for 3D models?



  @simulationBot
how to tweet a 3D model?



  

Digital Steganography



  

http://arstechnica.com/security/2014/05/08/how-to-stash-secret-messages-in-tweets-using-point-and-click-steganography/



  

http://arstechnica.com/business/2012/05/02/steganography-how-al-qaeda-hid-secret-documents-in-a-porn-video/



  

http://9ol.es/PiggyPack.html

http://9ol.es/PiggyPack.html


  

http://steghide.sourceforge.net

http://steghide.sourceforge.net/


  

original
RED GREEN BLUE
11001100 11111100 00101010
204 252 42

edited
RED GREEN BLUE
11001111 1111111100101001
207 255 41

concealed data
111101
49
0 – 63



  

original
RED GREEN BLUE
11001100 11111100 00101010
204 252 42

edited
RED GREEN BLUE
11000011 11110011 00100101
195 227 37

concealed data
001100110101
821
0 - 4095
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outer loop 
vertex 46.875000 -75.781250 24.218746 
vertex 43.750000 -76.562500 16.406246 
vertex 50.000000 -68.750000 9.374997 
endloop



  

1 PIXEL = 1 VERTEX
3 PIXEL = 1 FACE

DIRECT MAPPING
XYZ = RGB

MODEL SPACE
0-255 units



  

x y z x y z x y z
vertex vertex vertex

FACE



  

3 PIXEL = 1 COORDINATE
9 PIXELS = 1 FACE

DECIMAL RGB AS STRING
“0-255” & “0-99” & “0-99”

MODEL SPACE
0 – 2,559,999 units



  

3 PIXEL = 1 COORDINATE
9 PIXELS = 1 FACE

24bit Pixel
100011100011010111000011

MODEL SPACE
0 – 16,777,215 units



  

x y z x y z x y z
vertex vertex vertex

FACE



  



  



  



  

ASCII STL
156.8kb

NON-ASCII STL
48kb

IMAGE FILE PNG
6.7kb



  



  



  

ASCII STL
42.9mb

NON-ASCII STL
13.9mb

'PIXEL SQUARE' PNG
2.9mb



  



  



  



  



  



  

ASCII STL
156.8kb

NON-ASCII STL
48kb

'PIXEL GRAPH' PNG
8.1kb
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https://github.com/phiLangley
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